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OUR MISSION 

 

MEETING YOUR NEEDS WITH OUR SOLUTIONS 

Security is a complex and dynamic problem. Far from the good old days when benevolent students of the computer 
world sought to better understand how computers and networks operate, today's attackers are frequently full time, 
making a living breaking into and utilizing data from commercial systems. 
 
The current state of "security consulting" is similar to the state of the Internet business when it started to take off in 1994.  
Many companies lack the depth of experience and sophistication required to effectively serve their clients. 
 
Since 2004, LiveSquare has successfully protected organizations from attackers with our innovative 
Proactive Defense strategy/methodology. 
 
Our clients are provided with the most current suite of hardware and software solutions coupled with a team of highly 
skilled security professionals. 

 

 

 



 

LiveSquare Active Global Defense NetworkÊ 

This is an extremely effective system for stopping attackers cold. In production and continuous improvement since 
2006, the LiveSquare AGDN is a collaborative network and applications defense system. This system is not just 
defense, its Proactive Defense.  

Our solutions offer a level of protection from emerging threats that is not offered anywhere else in the market. This 
is patent-pending technology. 

The system is comprised of several products  that work together on your business network. Each component also 
works as part of a global collaborative defense network. Our system connects all aspects of your enterprise together 
as a seamless defense system. 

Active Global DefenseÊ Hardware 

Proactive DefenderÊ  

 

Active Global Defense SolutionsÊ 

Streaming Media DefenderÊ 
Application DefenderÊ 
Web Application DefenderÊ  
AGDN Syslog UtilityÊ 
Secure Email ServerÊ 
Secure eCommerce Systems 
CVE Searchable Database 

Active Global Defense Solutions 

 



Proactive DefenderÊ Seamless Security between your network and service layers 

 

 

 

LiveSquare Proactive DefenderÊ Bivio 7000 Series a strategic partnership 

 

Product Features 
 

Á Completes the circle of integration between your network and application layers.  

Á Blocks incoming attacks and more.  Each threat is analyzed to improve your intelligence on attackers. 

Á All 7000 Series hardware is compatible with LiveSquareôs Active Global Defense NetworkÊ  

Á LiveSquare installation updates allow the device to connect and join the Active Global Defense NetworkÊ 

Á 7000 Series hardware is available and currently installed in numerous facilities worldwide. 

Á 7000 Series hardware offers a variety of solutions including: 
 
o An Intrusion Detection System  
o An Intrusion Prevention System 
o A firewall for you business 
o And many other types of security devices to suit your business needs.    

 

* This versatility is available due to the Proactive DefenderÊ Linux based operating system.  
 

Additional Benefits 

 
Á Real Time Security updates from LiveSquare 
Á True Wire-Speed, 10 Gbps Performance 

Á Advanced Traffic Management 

Á Network Connectivity with Hardware Bypass 

Á Easy Installation  

 

 

  

Active Global Defense Hardware 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Active Global Defense SolutionsÊ 

LiveSquare Application DefenderÊ 

 

*This dynamic system Proactively defends against:  

Á SQL  Injection threats 

Á Cross Site Scripting  

Á OS Commanding attacks 

Á And similar forms of intrusion  

Application Defender is integrated into the source code of your system application and is dynamically updated via 
our LiveSquare distributed neural computing grid.   

*Our implementation works effectively for:   

Á Secure (SSL/TLS)  connections 

Á Non-secure connections   

*Application Defender does not  require additional equipment installation on your network. 

 

*As a participant in the Active Global Defense NetworkÊ, your business is protected against attackers 

trying to gain access to any part of your systems. 

 

 

 

 

 

 

 

 

Web Application DefenderÊ 

*This is source code to be included in your web application (ASP, PHP, .Net) and a supporting database.  

This source code enables your web application to connect, participate, and benefit from the  
LiveSquare Active Global Defense Network. 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Active Global Defense SolutionsÊ 

LiveSquare AGDN Syslog UtilityÊ 

 

*The AGDN Syslog Utility is available for additional devices on your business network such as: 

Á routers  

Á firewalls  

Á switches  

Á and other networking devices  

*AGDN Syslog UtilityÊ integrates broadcasted syslog output into the Active Global Defense NetworkÊ.  

When your firewall is attacked, the rest of your enterprise will defend itself  almost instantly. This includes your 

Web Applications and Email server. This allows legacy devices that are not capable of direct participation in the 

LiveSquare AGDNÊ to still make a contribution to the overall security plan of your business.    

 

 

 

 

 

 

 

*As a participant in the Active Global Defense NetworkÊ 

Your business is protected against attackers trying to gain access to any part of your systems. 

 

 

 

 



 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Secure Email ServerÊ 

*This is a SMTP/POP3 server suite that is capable of detecting attacks against your email system. 

As a participant in the LiveSquare Active Global Defense NetworkÊ, this email server will protect your business against 

intruders trying to gain access to any part of your systems. 

 

 

 

 

 

CVE Searchable Database 

A searchable CVE sourced database from *N.I.S.T. This is a free service of Live Square Security.  

The database is updated daily via LiveSquareôs distributed neural computing grid. 

*National Institute of Science and Technology 

 

 

 

 

 

 

 

 

Secure eCommerce Systems 

*eCommerce systems are the number one target of attackers. 

Your LiveSquare team will design and/or build a secure eCommerce system to protect your business 

 

 

 

 

Active Global Defense SolutionsÊ 


