
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

LiveSquare Streaming Media Defender™ 
Anti-piracy technology for the protection of streaming media and more. 

The Live Square Challenge 
 

LiveSquare faces a difficult challenge. 
 
There is a significant conflict taking place between media content owners and consumers. The battle has been 
going so long and has progressed to such intensity that the conflict has stifled an entire industry. 
 
Media interests are interested in preserving their commercial property. Consumers are interested in privacy, media 
ubiquity, and fair use. 
 
The winning technology will enter the conflict from a position of neutrality. The technology will offer enough benefits 
to both parties such that they can mutually agree on the solution offered as the right balance. 
 
We believe we offer a solution that balances the interests of both sides. We believe we offer an ease of 
implementation, a design that is flexible enough to meet the needs of today and the new trends of tomorrow, and a 
robust protection that empowers the Media 2.0 market to grow. 
 
The growth of the Media 2.0 market offers the consumer more benefits such as price competition, more choice, and 
better service. We believe that our technology allows Media 2.0 to truly become a viable business model. 



 

The Streaming Media Defender™ platform offers the perfect balance between commercial interests in protecting 
media from piracy threats, and consumer interests in their own privacy as well as preserving media ubiquity and 
fair use. 
 

Streaming Media Defender™ 

 
 SMD for Windows Media 

 SMD for Flash 
 SMD for Other Platforms 

 SMD for VOIP 
 SMD for Video Conferencing 
 SMD for Webcasting 
 SMD Embedded 

 

The Streaming Media Defender™ Platform 
 

  Stops recording, reflecting, and account sharing threats 

  Like anti-virus software but does not require patches and updates  

  Defeats new threats as new threats emerge 

  Does not modify the media: is format independent and transcoding compatible  

  Easily embedded into hardware  

  Secures all formats, platforms, and hardware devices as a single enterprise  

  Protects the privacy of the consumer  

  Does not require special encoding, use of special facilities, or even a public network  

  Not DRM, but is compatible with DRM technology or could be used as a replacement  

  Assists with billing accuracy and validates media views for advertising based business models  

  Low overhead of 80 bytes / broadcast minute compared to 15% to 30% signal overhead with other 
technologies  

  Cost effective and easy to implement  

Streaming Media Defender™ will protect your content from piracy threats today, tomorrow, and into the future. 
Start protecting your media with the latest technology available. 
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LiveSquare Streaming Media Defender™ 
Anti-piracy technology for the protection of streaming media and more. 

 

Streaming Media Defender™ makes the business of streaming media a reality. It is not just an encryption 
mechanism or a time definite access strategy, it is a Pro-active solution constantly updated with newly discovered 
threats.  
 

 First true anti-piracy mechanism for streaming media  
 Ensures no person or entity can copy or share your content  
 Proactively denies access to streaming media by unauthorized users  
 Does not require constant updates and patches  
 Can be used alone or with other media protection technologies 
 Offers exceptional flexibility upon implementation  
 Customized error messaging is available 
 Protocol based solution allowing integration or embedding with any software or hardware platform  
 Very little operational overhead measured in bytes per broadcast minute..  
 Protects consumer privacy  

 

The practical uses for Streaming Media Defender™  
 

 Anti-piracy protection from recording, reflecting, and sharing threats  
 Anti-piracy protection from both hardware and software threats  
 License enforcement / Digital Rights Management (DRM)  
 Accurate and verifiable billing  
 Enterprise license management (private and public networks)  
 Detailed media and server utilization reporting 

 

Simple, but effective, Streaming Media Defender™ makes securing your streaming effortless.  
 

Streaming Media Defender™ is a complete, ready to roll package that requires absolutely no programming by the 
content provider.  There is no lengthy configuration, and most importantly, the content provider does not have to 
register or modify a single stream - either stored or new. LiveSquareôs neural computing grid platform 
dynamically registers each stream and consumer as the stream is first initiated. Your clients will only have to 
register once with our system and install a very small piece of software.  From that point, our system operates 
discreetly and in the background.  
 
Our fault tolerant system easily allows users to access the purchased streaming media from any Internet 
connected system, without the ability to share their access with anyone.  When our system detects multiple 
instances of a single license, a violation of their terms of access, or the presence of recording software,  

Streaming Media Defender™ terminates the illegal stream(s), logs the event and notifies your system administrator. 

 

Streaming Media Defender™ is firewall friendly and can be combined with other security mechanisms.  

We give your company the best of both worlds. 


